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(54) EQUIPMENT AUTHENTICATION AND CIPHER COMMUNICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide the equipment 
authentication and the cipher communication system where a new 
common key is extracted and cipher communication is conducted 
by mutually exchanging a separate random number between a user 
equipment and a system side equipment in matching with an 
authentication phase of a challenge response using a common key 
crytographic algorithm. 

SOLUTION: Each of n-sets of user side equipment 1 has user 
equipment individual information issued by a key center 3, the user 
equipment individual information is transferred to a system side 
equipment 2, the system side equipment 2 receiving this user 
equipment individual information extracts user equipment individual 
secret information from the user equipment individual information, 
confirms the possession of the user equipment individual secret 
information based on a challenge response utilizing the common key 
crytographic algorithm so as to authenticate the validity of the user 
side equipment 1 and conducts cipher communication by using the 
user equipment individual secret information. 
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